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Port Forwarding with MConnect

Description: Use Windows NetShell to configure PC-side port forwarding in order to access
remote drives on the wide area network.

Theory: MConnect does not allow you to specify a port to connect to. The following is a
workaround that will allow you to connect to a drive, which is not on your local network, by
forwarding the local IP specified in MConnect to the public IP of your gateway device.

Devices: Unidrive M700, Cradlepoint router (MBR1200B) w/ aircard 340u modem
Gateway IP: — Drive IP:
166.130.19.28:1100 192.168.1.101:6160

Router [r——————c

Mconnect:
127.0.0.10:6160

i

Warning: Network filtering may block

this traffic. Consult IT

Process:

1. First use Windows NetShell PortProxy to configure you internal port-forwarding. The
command is:

netsh interface portproxy add v4tov4 listenport=6160 listenaddress=127.0.0.10
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connectaddress=[IP of modem] connectport=1100

Bl Administrator: Command Prompt v |ﬂlﬁ

Microsoft Windows [Uersion 6.1.76611
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

C:~Users~dleider?netsh interface portproxy add v4tovd listenport=6168 listenaddr
ess=127.8.8.18 connectaddress=166.138_19 .28 connectport=11688

C:\Users‘dleider>

2. Check that the command worked by using this command:

Netsh interface portproxy show all

BN Administrator: Command Prompt v |£Ii‘]

Microsoft Windows [Uersion 6.1.76811
Copyright <{c» 2B0? Microsoft Corporation. All rights reserved.

IC:“Users~dleider>netsh interface portproxy add v4touvd listenport=6168 listenaddr
ese=127.0.8.18 connectaddress=166.130.19.28 connectport=116A4
IC:sUserssdleidernetsh interface portproxy show all

Listen on ipu4: Connect to ipuwd:

Nddress Address

127.8.8.18 6168 166.138.19.28
[192.168

C:Userssdleider>
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3. Configure port forwarding on your router or gateway device.
e Forward internet port 1100 to local port 6160 at the IP address of your
drive/MCi. In my case, the drive IP was 192.168.1.101

£} Edit MConnect 09

Mame: | MConnect
Enable: A

Internet Port(s): 1100 |-> 1100

Local Computer: | 192.168.1.101
Local Port{s): 6160 -> | 6160

Protocol: | TCP & UDP

Cancel Save

4. Make sure that the drive gateway address (4.02.008) and subnet address (4.02.007)
match the gateway and subnet of your router/gateway device. DHCP should be OFF.

....... - e G s g A e g g =

402,005 DHCP Enable DHCP Enable [ off

4.02.006 IP Address IP Address 192.168.1.101
4.02.007 Subnet Mask Subnet Mask 255.255.255.0
4.02.008 Default Gateway Default Gateway 192.168.1.1
A7 Ana Priman: NAIC Priman: NG nnnn

5. If the configuration was successful, you should now be able to connect to the drive
using the portproxy IP address (127.0.0.10)

- % My Project 2
+ & (Unnamed) (127.0.0.10)
» 4% Dashboard

b Setup

b Diagneostics

« 7 Parameters
e On
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